NMHO®OPMALIMOHHAA NAMATKA
And ObYYAHOLWNXCA ANA PASMELWLEHNA
HA O®ULINAJTIbHbIX MHTEPHET-PECYPCAX

C KaXxabIM rogoM MOJIOAEXM B MHTEpPHETe CTaHOBUTbCS 60blle, a WKOAbHUKU O4HMU
M3 CaMbIX aKTMBHbIX MNofib30oBaTenen PyHeTa. Mexay TeMmM, MNOMMMO OFpPOMHOIO
KONM4YecTBa BO3MOXHOCTEN, MHTEpPHET HeceT M npobnemMbl. DTa nNaMaTka AOJIKHa
nomoyb Tebe 6e3onacHO HaXxoaMTbCS B CETW.

KoMnbloTepHble BUPYCbl

KOMNbIOTEPHbLIN  BUPYC - 3TO  PasHOBMAHOCTb  KOMMbIOTEPHbIX  MpoOrpamm,
OTNINUYNTENBHON OCOBEHHOCTLIO KOTOPOW SIBASIETCS CMOCOBHOCTb K pa3MHOXeHuto. B
AOMNOSIHEHWE K 3TOMY, BUPYCbl MOryT MOBPEeAUTb WM MOJIHOCTbK YHWUYTOXUTb BCe
dannbl U AaHHble, NOAKOHTPONbHbIE MONIb30BATEN0, OT WMMEHW KOToporo 6bina
3anyleHa 3apa)eHHas nporpamMma, a TakXe NOBpeauTb WAWM JaXe YHUUTOXWUTb
OnepauMoHHYID CUCTEeMY CO BCceMW dannamm B uUenoM. B 6onblIMHCTBE Cny4vaes
pacnpoCTPaHSATCS BUPYCbl Yepe3 MHTEpPHET.

MeToAbl 3aWnTbl OT BPEAOHOCHbIX MPOrpamMMm:

1. icnonb3yi coBpeMeHHble OnepaunoOHHbIE CUCTEMbI, UMEIOLLNE CEPbE3HbIN YPOBEHb
3alNTbl OT BPeAOHOCHbIX Nporpamm;

2. TIOCTOAHHO ycTaHasnuean nadTtu (Undposble 3anaaTky, KOTopble aBTOMaTU4ecku
yCTaHaB/IMBAOTCA C uenbio gopaboTku nporpamMmbl) W Apyrve O6HOBNEHUS CBOEW
onepaumoHHON cuctembl. CkaumBam UX TONbKO C oduLManbHOro canta paspaboTumka
OC. Ecnu cywecTByeT peXXnuM aBToMaTMYeCcKoro 06HoOBMEHWS, BKKOUN ero;

3. PaboTan Ha cBOeM KOMMNbIOTEPE NOA NpaBamMu Nonb30BaTens, a He agMMHUCTpaTopa.
OTO He No3BONUT 60NbLWNHCTBY BPeAOHOCHbIX MPOrpaMM MHCTaNIMPOBaTbLCA Ha TBOEM
nepcoHasibHOM KOMMNbIOTEpPE;

4. cnonb3yn aHTUBUPYCHbIE NpOorpaMMHble MPOAYKTbl M3BECTHbLIX NpoM3BoaUTENen, C
aBToMaTnyeckum obHoBneHuem 6as;

5. OrpaHuyb pusnyeckmin 4oCTyn K KOMMNbOTEPY A8 NOCTOPOHHUX NuL;

6. Mlcnonb3yi BHELWHME HOCUTENn MHOpMaLumKn, Takne Kak dnewka, guck nnn damn
U3 MHTepHeTa, TONIbKO U3 NPOBEPEHHbIX NCTOYHUKOB;

7. He oTKkpbiBa KOMMNbIOTEPHbIE alfbl, NONYYEHHbIE U3 HEHAAEXHbIX NCTOYHMKOB.
[axe Te pannbl, KOTOpbIE NpUCNan TBOM 3HAKOMbIN. Jlyylle yTOYHW Y HEero, oTnpasnsn
v oH Tebe ux.

Cetn WI-FI

Wi-Fi - aTO He BMA nepepayn AaHHbIX, HE TEXHONOMMS, a BCero Nuwb 6peHa, Mapka.
Ewe B 1991 roay HuaepnaHackas KoOMNaHusa 3aperncrpuposana 6pexHa "WECA", yto
obo3Hauano cnosoco4vyetaHme "Wireless Fidelity", koTopbli nepeBoAMUTCA Kak
"6ecnpoBoaHas TOYHOCTL".

[o Hawero BpeMeHu gowna apyras abbpesuaTtypa, KOTOpas SBASETCA TakKoW Xe
TexHosnormen. 310 abbpesnatypa "Wi-Fi". Takoe Ha3BaHue 6bI10 AaHO C HAMEKOM Ha



CTaHAapT BbICleN 3BYKOBOW TexHukM Hi-Fi, 4TO B nepeBoge o3Ha4yaeT "Bblcokas
TOYHOCTB".

[a, 6ecnnaTHbIM MHTEPHET-A40CTYN B Kade, oTensax n asponoprax SABNSETCA OT/INYHOM
BO3MOXHOCTbIO BbIX0o4a B MWHTEpHET. HO MHorme 3KCNepTbl CUYMTAlOT, uTO
obwepnoctynHble Wi-Fi ceTn He aBnsoTcs 6e30nacHbIMU.

Cosetbl No 6e3onacHocT paboTbl B 06wwenocTynHbix ceTax Wi-fi:

1. He nepepaBali cBOO NNYHYHO MHdOpMauuo 4yepe3 obuwenoctynHbie Wi-Fi ceTu.
PaboTas B HMX, XenaTenbHO He BBOAUTb NApPO/N AOCTYNA, TOrTMHbI U Kakne-To HoMepa;
2. cnonb3yn n o6HOBNSA aHTMBUPYCHbIE NporpamMmMbl U 6paHaMayep. TeM caMbiM Thbl
obe3onacuilb cebs OT 3aKayku BUpyca Ha TBOE YCTPOWCTBO;

3. MNpu wncnonb3oBanHun Wi-Fi oTkntoum dyHkumio "Obwmin goctyn Kk dannam u
npuHTepam". [daHHas @OyHKUMS 3akpbiTa MO YMOJYaHWUIO, OAHAKO HEeKOoTopble
nosib30BaTeNu akKTUBUPYIOT ee Ansg yaobcTea ncnonb3oBaHus B pabote nam yyebe;

4. He ncnonb3yh nybnmunbin WI-FI gna nepegayn NUYHbIX AAHHbIX, HanpuMmep ansg
BbIX04A B COLMANbHbIE CETU UM B NEKTPOHHYIO MOYTY;

5. Mcnonb3yn ToNbKO 3aluueHHoe coeanHeHne yepe3 HTTPS, a He HTTP, T.e. npu
Habope Beb6-agpeca BBoan MMeHHO "https://";

6. B MobunbHOM TenedoHe oOTkAYM  dyHKumo  "ToakntodeHne kK  Wi-Fi
aBToMaTmMyeckun". He gonycka aBTOMaTUUYECKOro MOAK/IIOYEHUST YCTPOCTBA K CETSAM
Wi-Fi 6e3 TBOErO cornacwus.

CoumanbHblie ceTu

CoumanbHble CETU aKTUBHO BXOAAT B Hally XXW3Hb, MHOrMe ftoan paboTalT U XUBYT
TaM NocCcTosaHHO, a B Facebook yxe 3apernctpupoBaH Muanuapg 4esioBeKk, 4TOo
ABNAETCA OAHOM CeAbMOW BCEX XWUTenen nnaHeTbl. MHorme mnosnb30oBaTeENN He
NOHMMAIOT, 4YTO MHMOpPMaUUs, pa3MeLlleHHas UMM B COUMalbHbIX CETAX, MOXET ObITb
HangeHa M MCMNonb3oBaHa KeM YrogHo, B TOM 4ucie He obs3atenbHo ¢ 6narmmu
HaMepeHUsIMHU.

OcHoBHble coBeTbl N0 6€30NacHOCTU B COLMANbHbIX CETAX:

1. OrpaHuyb cnucok Apy3sen. Y Teba B Apy3bAX He AO/HKHO ObiTb ClyYanHbIX M
HEe3HaKOMbIX Il0AeNn;

2. 3awmuwan cBOK YacTHYH XM3Hb. He ykasbiBail naponu, TenedoHbl, agpeca, naTty
TBOEro pOXAEHUS W APYryK JAWYHYKO MWHGOPMaUNUO. 3N0YMbIWIEHHUKN MOryT
NCNosib30BaTb Aa)ke WHdopMauMio O TOM, KaK Tbl M TBOM pOAUTENM MJIaHMpPYyeETe
NPOBECTU KaHUKY/IbI;

3. 3awmLwan cBo penyTaumio - 4epXn ee B YNCTOTE U 3adaBan cebe Bonpoc: xoTen
6bl Tbl, YTOObI ApYrMe NoNb30BaTENM BUAENN, YTO Thl 3arpyxaellb? lNMoayman, npexae
yeMm 4To-TO onybnmKoBaTb, HAaNUCaTb U 3arpy3nThb;

4. ECnn Tbl rOBOPULLb C IIOABMU, KOTOPbIX HE 3Haelb, HE UCMONb3yN CBOE peasibHoe
UMS N APYTYHO JIMYHYIO MHPOPMaLUMKU: UMS, MECTO XUTENbCTBA, MECTO Y4ebbl U Npoyee;
5. N36erai pa3meleHunsa dotorpadpun B NHTEpHETE, rae Tbl M306paXKeH Ha MECTHOCTH,
NO KOTOPOW MOXHO OMpeAenuTb TBO€ MeCTOMONI0XKEHUNE;

6. Mpun perncrpaumnm B counaabHON CeETU HEOBX0AMMO MCMNONb30BaTh C/I0XKHbIE Maponu,
cocrosiume n3 6yks n umdp 1 ¢ KOIMYECTBOM 3HAKOB HE MeHee 8;



7. Ona coumanbHOM CeTU, NOYTbl U APYTrMX CaUuTOB HEOBXOAMMO MCMOb30BaTh pasHble
naponu. Toraa ecnu Te6st B3OMAIOT, TO 3/10YMbILLNEHHUKN MONYYaT AOCTYN TONbKO K
O[HOMY MECTY, a He BO BCe Cpasy.

DNIeKTPOHHbIE AeHbIrn

DNEKTPOHHbIE AEHbIN - 3TO OYeHb YAOOHbLIN Crocob nnaTtexen, OAHaAKO CYLEeCTBYHOT
MOLUEHHWKUN, KOTOPble XOTAT MNONY4YUTb 3TN AEHbIU.

DNEeKTPOHHblIE AEHbLIMN MOSABUINCL COBCEM HEAABHO M MMEHHO M3-3a 3TOr0 BO MHOMMX
rocygapcreax A0 CUMX MOP He NPOnMcaHo Npo HUX B 3aKOHaX.

B Poccumn ke OHM (DYHKUMOHUPYIOT U O HUX YXe MNPOMNMUCaAHO B 3aKOHe, rae wux
pa3fensioT Ha HECKOJSIbKO BUAOB - aHOHUMHbIE N HE @HOHUMHbIE. Pa3Hunua B TOM, 4YTO
AQHOHMMHbIE - 3TO Te, B KOTOPbIX pas3pelwaeTcs nNpoBoAUTb onepauun 6e3
naeHTuduKaunum nonb3oBaTens, a B HEAHOHUMHbIX MAeHTMdMKauMsa nonb3oBaTens
aBnseTcs obasartenbHOMN.

Takxe crneayeT pasnimyaTb NEKTPOHHblE dMaTHble AeHbr (pPaBHbl FOCYAapCTBEHHbIM
BanOTaM) W 3SNEKTPOHHble HedwuaTHble AeHbrn (He paBHbl rOCYAApPCTBEHHbLIM
BasiloTaM).

OcHoBHbIe coBeTbl N0 6e3onacHol paboTe € 3NEKTPOHHLIMU AEHbrAMMU:

1. MNpuBaxn K cuety MobunbHbIN TenedoH. ITO caMbin yAOOHbLIN U 6bICTPbLIN CNOCo6
BOCCTA@HOBMUTb AOCTYN K cyeTy. MNpuBa3aHHbIN TenedoH NOMOXeT, ecnu 3abyaellb CBOM
naaTeXHbIM Napoab WAK 3ahAellb Ha CalT C HE3HAKOMOro YCTPOWMCTBa;

2. Ncnonb3yin ogHopa3oBble naponu. MNMocne nepexoga Ha YCUIEHHYIO aBTOpM3aumio
Tebe yxxe He ByaeT yrpoxaTb ONAaCHOCTb KpaXku UK nepexsaTta NaTeXHoro naposns;
3. Bbibepun cnoxHbli naponb. lNpecTtynHukam 6ydeT He MpoOCTO yradaTb CNOXHbIN
naponb. HagexHble naponn - 370 Naponun, KOTopble coaepXaT He MeHee 8 3HaKOB WU
BK/IIOUAOT B cebsa CTpouHble U NPONUCHble 6YKBbI, UNGPbI U HECKOIbKO CUMBOJIOB,
Takue Kak 3Hak gonnapa, dyHTa, BoCcKauuaTenbHblA 3HaK 1 T.Mn. Hanpumep, $tRONg!;;
4. He BBOAW CBOM NINYHbIE AAaHHbIE HA CalTaX, KOTOPbIM He AOBepseLlb.

DJieKTpOHHaA noyTta

DNeKTpOHHas NoyTa - 3TO TEXHOMOMMSA N NPeAoCTaB/IsieEMble €10 YCNYrn Nno nepechlsike
N NOSTYYEHUIO 3/TIEKTPOHHbIX COOBLLEHNI, KOTOPble pacrnpeaenstoTcs B KOMMNbOTEPHOMN
cetu. O6bl4HO 3MEKTPOHHbIA MNOYTOBbLIA SIWMK BbIMNSAUT cneaylowmnMm ob6pasom:
UMSA_Nonb30oBaTena@uMsa_aoMeHa. Takxke KpoMe nepeaadun npocToro Tekcra, MMeeTcs
BO3MOXHOCTb NepeaaBaTtb Ganbl.

OcHoBHbIe coBeTbl N0 6e3onacHoM paboTe C 3N1EKTPOHHOW NOYTOM:

1. Hapo BbibpaTb NpaBu/ibHbIA NOYTOBLIM CepBUC. B MHTepHeTe eCTb OFPOMHbIN BbIGOP
6ecnnaTHbIX MOYTOBbLIX CEPBMCOB, OAHAKO Nydylle AOBEPSTb TEM, KOro 3Haelwb U KTO
nepBbI B penTuHre;

2. He ykasbiBal B IMYHOM NoYTe NMYHYIO MHPOpMauuto. Hanpumep, nydwe BbibpaTb
"My3blKanbHbIM_paHaT@" nnm "pok2013" BmecTo "Temal3";

3. icnonb3yi ABYX3TaNHYO aBTopM3aumio. TO KOrga noMMMO NMapons HY>XHO BBOAUTb
KoA, nMpucbliiaemolii no SMS;



4. Bblbepun CrOXHbIM naposnb. QNS KaXxaoro rnoyYToBOro fWMka AO/MKeH ObiTb CBOM
HaAeXHbIA, YCTONYNBLIM K B3/IOMY Naponb;

5. Ecnn ecTb BO3MOXHOCTb HanucaTb CaMOMY CBOW JIMYHbIA BOMNPOC, UCMONb3YyH 3Ty
BO3MOXHOCTb;

6. Mcnonb3yin HeECKONbKO MNOYTOBLIX AWMKOB. [lepBbli AN 4YacTHOW nepenucku C
aZipecaTaMu, KOTOPbIM Tbl AOBepseLlb. DTO 3NEKTPOHHbIN apec He HaJ0 UCMOoNb30BaTb
npu pernctpauum Ha opyMmax n camtax;

7. He oTkpbiBan dannbl n apyrme BrOXEHUS B NUCbMax, AaxXe ec/in OHW Npuwan ot
TBOMX Apy3en. Jlyylwe yTOUHW Y HUX, OTNpaBAsaAn in oHU Tebe 3Tn dainbl;

8. lMocne okoHYyaHWa paboTbl Ha MOYTOBOM CEpBUCE nepes 3aKpbITUEM BKAAAKU C
CalToM He 3abyab HaxaTb Ha "BbinTn".

Kn6ep6ynnuvHr nnm BuptyanbHoe nsaeBaTtesibCTBO

KnbepbynnuHr - npecnegoBaHMe COOOLLEHMSAMM, COAEPXKALIMMU OCKOpb6eHus,
arpeccuto, 3anyrmBaHue; Xy/JUraHcTBO; couumanbHoe 60MKOTMPOBaHME C MOMOLLbIO
Pa3/INYHbIX UHTEPHET-CEPBUCOB.

OcHoBHbIe coBeTbl N0 6opbbe ¢ kMbepbyIMHIoOM:

1. He 6pocaics B 6oi. Jlyuwnin cnocob: NnocoBeToBaTbCs Kak cebs BeCTn un, ecnm Het
TOro, K KOMY MOXHO 06paTuTbCs, TO BHayane YCNOKOWUTbCA. Ecnm Tbl HayHelwb
oTBeYaTb OCKOpbHIeHMsAMM Ha OCKOpbeHus, TO ToNbKO euwe 6onblie pas’oxXellb
KOHMNKT;

2. YnpaBnsun ceoen knbeppenyrtaumen;

3. AHOHMMHOCTb B CceTM MHUMas. CyLlecTBYHT Cnocobbl BbISICHUTb, KTO CTOMT 3a
AHOHMMHbIM aKKayHTOM;

4. He cTOUT BECTU XynnraHckmii o6pas BMpTyasbHOM XU3HU. NHTepHET HUKCMpPYeET BCe
TBOM AENCTBUS U COXPaHSIET UX. Yaanutb nx 6yaeTt KpaiiHe 3aTpyAHUTENbHO;

5. Cobntogan cBo BUPTYasnibHY YeCTb CMOJIOAY;

6. WrHopupyh eanmHuyHbin Heratme. OAHOpas3o0Bble OCKOp6UTENbHble CcoobLEeHns
nyduwe nrHopmpoBaTb. O6bIYHO arpeccusa npekpallaeTcss Ha HavyaabHOM CcTaaun;

7. baH arpeccopa. B nporpaMmmax obMeHa MrHOBEHHbIMW COOBLLIEHMSIMA, B COLMANbHbIX
CeTAX eCTb BO3MOXHOCTb 6/0KMPOBKM OTNpaBKM Coob6LWEeHN C onpeaeneHHbIX
aApecos;

8. Ecnn Tl cBupetenb kubepbynnuHra. TBOWM [AENCTBUA: BbICTYNUTb MNPOTUB
npecneposartens, nokasaTb €My, 4YTO ero JAeNcTBUS OLEHMBAKTCS HeraTuBHO,
noAAepXaTb XepTBY, KOTOPOM HYXHa NcMxonornyeckas noMoLLb, COObLWNTb B3pOCbIM
0 (PaKTe arpecCcuBHOro noBeaeHns B CETWU.

Mo6unbHbI TenedoH

CoBpeMeHHble CMapTdOHbI WM nNaHWeTbl coaep)XxaT B cebe BMNOAHE B3POCNbIA
dyHKUMOHAN, 1 Tenepb OHM MOrYT KOHKYPUPOBaTb CO CTaLMOHAPHbLIMU KOMMbOTEPAMMU.
OpHako, cpeacTB 3aWmTbl ANS NOA06HbIX YCTPOMCTB NOKA OYeHb Mano. TeCcTupoBaHue
N MOUCK YA3BUMOCTEN B HUX MPOUCXOANT HE TaK MHTEHCUBHO, Kak ang MK, To xxe camoe
KacaeTcs U MOBUNbHbIX MPUTOXEHUN.



CoBpeMeHHble MOb6uUNbHbIE 6pay3epbl yXe MpaKTUYeCcKW [OrHanu HacTofbHble
aHanoru, oAHaKko pacwupeHue @yHKUMOHana BneyeT 3a cobor 60bLYI0 CNOXHOCTb U
MEHbLUYIO 3aMLLEHHOCTD.

[aneko He BCe Npou3BOAMTENN BbiNMyCKaT 06HOBNEHNS, 3aKpblBalOLLMeE KpUTUYECKNEe
YSI3BUMOCTWN ANS CBOUX YCTPOMCTB.

OcHoBHble coBeTbl Ans 6e30nacHOCTM MO6MNbLHOro TenedoHa:

Huuyero He aBnsieTcs no-HacTosiweMy 6ecnnaTHbIM. Byab OCTOpoOXeH, Beab Koraa Tebe
npeanaratoT 6ecnnatHbIi KOHTEHT, B HEM MOryT 6biTb CKPbITbl KakuMe-TO MnaaTHble
ycnyru;

Oyman, npexae yem otnpaButb SMS, doTo Unm BMAEo. Tbl TOYHO 3Haelb, rAe OHWU
6yayT B KOHEYHOM utore?

Heobxoanmo 06HOBMATbL ONepaLMOHHYO CUCTEMY TBOEro cMapTdoHa;

Ncnonb3yn aHTMBUPYCHblE NpOorpaMMbl AN MObunbHbIX TenedoHOoB;

He 3arpyxai npuaoXeHus OoT HEM3BECTHOIro UCTOYHWKA, B€Ab OHM MOTyT coAepXaTb
BpeaoHOCHOe nporpaMMHoe obecnedyeHue;

MNMocne TOro Kak Tbl BbliAelWb C CanlTa, rae BBOAMA NIMYHYKO MHMOPMaUWUIO, 3anan B
HacTporkn 6pay3epa n yganu cookies;

MNepunoanyeckn NpoBepsn, Kakme nnaTHble YCAYrn akTMBMpOBaHbl Ha TBOEM HOMEpE;
[aBai cBo HoOMep MOBMNbLHOIo TenedoHa ToNbKO N0AAM, KOTOPbIX Thl 3HAELWWb U KOMY
AoBepsellb;

Bluetooth pomkeH 6bITb BbIKAOYEH, KOrga Tbl UM He nosnb3yewbcd. He 3abbiBan
MHOrAa NpoBepsTb 3TO.

Online urpsbi

CoBpeMeHHble OHAAWMH-Urpbl - 3TO KpacO4Hble, 3axBaTbiBaloWMe pasBfieyeHus,
obbeanHAOWNE COTHU ThICAY YeNoBEK N0 BCEMY MUPY. NIrpoKu nccneayoT AaHHbIA UM
Mup, obwatTca Apyr C APYroMm, BbIMNOMHSAT 3a4aHus, CPaXakTCs C MOHCTpaMu W
nosy4yatoT OnbIT. 3a YyAOBOMBbCTBME OHM NAATAT: MNOKYynakwT AWCK, OnnadusatoT
aboHeMeHT unun npnobpeTatoT Kakne-To onunu.

Bce 3Tn cpeactBa uAyT Ha noadepXaHue U pasBUTME UMPbl, @ TakKXe Ha camy
6e30NaCHOCTb: COBEpPLUEHCTBYIOTCA CUCTEMbI aBTOpPU3aLMK, BbIMNYCKAOTCA HOBble
natum (undposble 3anaaTtkn Ana NporpaMm), 3aKpbiBalOTCA YSA3BMMOCTM CEPBEPOB.

B nogobHbIX nrpax CTOMT onacaTbCsA HE CTONIbKO CBOMX COMEPHUKOB, CKOMIbKO KpaXu
TBOEro naposnsi, Ha KOTOPOM OCHOBaHa CUCTEMa aBTopu3auum 60NbLWNHCTBA UMP.
OcHoBHble coBeTbl N0 6€30MNacHOCTN TBOEro UrPOBOro akKayHTa:

1. Ecnn pgpyro wurpok Beget ceba nnoxo unnm co3pgaetr Tebe HenpusaTHOCTH,
3abn0KMpyn ero B CNMCKE UFPOKOB;

2. Moxanynca agMUMHUCTpATOpaM Wrpbl Ha MJ0OX0e MNOBeAeHMe 3TOro WUrpoka,
XenaTtenbHO NMPUIoXNTb Kakne-To AoKasaTeNbCTBa B BUAE CKPUHOB;

3. He ykasbiBail nnuHyo MHbopMaumio B npodaiine urpol;

4. YBaxkal Apyrux y4acTHUKOB MO Urpe;

5. He yctaHaBnuBan HeoduumanbHble NaTtyn n Moabl;

6. Ncnonb3yn cnoxHble U pasHble Naponu;



7. [laxe BO BpeMsl Urpbl HE CTOUT OTK/OYATb AaHTUBUPYC. MNoka Tbl Mrpaellb, TBOW
KOMMbIOTEP MOrYT 3apa3uTb.

OULLUMHI WIN Kpa)Xa JINYHbIX AAaHHbIX

O6bluHOM Kpaxel AeHer M AOKYMEHTOB CErofHs yXe HWUKOro He yaAuBMLLb, HO C
pPa3BUTUEM WHTEPHET-TEXHONOIMMIA 3/10YMbILW/IEHHUKN NEepeMecTUINCb B UHTEPHET, U
NpoAo/IXaT 3aHMMaTbCs "NobumMbiM" aenom.

Tak nosiBUNacb HOBas yrpo3a: MHTEPHET-MOLWEHHNUYECTBA AU GULWLKHI, rNaBHas uenb
KOTOPOro COCTOUT B MOJIYyYEHUN KOHPUAEHUMANbHbLIX AaHHbIX MOfib30oBaTenen -
JIOrMHOB M Naponen. Ha aHrnunckom aseike phishing untaetcs kak puwmnHr (ot fishing
- pblbHasa noens, password - naposnb).

OcHoBHble coBeTbl Mo 60pbbe ¢ PULMHIOM:

1. Cnegn 3a cBOMM akkayHTOM. Ecnm Tbl nopo3peBaelwb, YTO TBOS aHkeTa 6binia
B3/10MaHa, To Heob6xoammo 3abnokmpoBaTb ee 1 cCoobWNTb aAMUHUCTPaTopaM pecypca
06 3TOM KaK MOXHO CKopee;

2. Wcnonb3yn 6e3onacHble Beb6-caliTbl, B TOM 4uMCNe, WHTEPHET-MarasMHOB W
NMOUCKOBbIX CUCTEM;

3. Nicnonb3yi crioXxHble U pasHbie naponn. Taknm obpasoM, ecnm Tebs B3noOMaloT, TO
3/10YMbILWNEHHMKN NoayYaT AOCTYN TObKO K OAHOMY TBOEMY Npoduo B CETU, @ He
KO BCeM;

4. Ecnn Tebsa B3nomanu, TO HeobxoaMMO npeaynpeamTb BCEX CBOMX 3HAKOMBbIX,
KoTopble aobaBneHbl y Teba B Apy3bsax, 0 TOM, 4To Teba B3noMann n, BO3MOXHO, OT
TBOEro MMeHu byaeTt paccbiiaTbCsa CNaM U CCbIIKM Ha PULLINHIOBbIE CanTbl;

5. YcTtaHoBu HagexHbih naponb (PIN) Ha Mo6bunbHbIN TenedoH;

6. OTKNO4YKM coxpaHeHune napons B 6paysepe;

7. He oTkpbiBal daiinbl n Apyrme B/OXEHUS B MUCbMaXx, AaXe eC/Iin OHWM NpULIn oT
TBOUX ApYy3eW. Jlyule yTOYHU Y HUX, OTNPaBasanun nm oHn tebe 3Tu dannbl.

LUndpoBas penyraumsa

LUmndposas penyTtaumsa - aTo HeraTMBHas Uan No3MTUBHasA MHGopMaumsa B cetn o Tebe.
KomnpomeTupytowas uHdopMaums, pasMelleHHass B MHTEPHETE, MOXeT Cepbe3HbIM
06pa3oM OTpasnTbCsA Ha TBOEN peanbHOM XU3HU. "Lindposas penyTtauma" - 310 TBOMU
UMUAOX, KOTOpbIN popMupyeTcsa n3s nHpopmaumm o Tebe B UHTEpPHETE.

TBOE MEeCTO XWuTenbcrBa, y4dyebbl, TBOe @WHAHCOBOE MOJSIOXEHNE, OCO6EeHHOCTU
XapakTepa u pacckasbl 0 67IM3KUX - BCE 3TO HaKanJMBaeTCcs B CETU.

MHorme NoApoOCTKM SIEFKOMbICNIEHHO OTHOCATCA K Nybnnkaumm NMYHOM MHpopMaunm B
NHTepHeTe, He NOHMMas BO3MOXHbIX NOCNeACTBUIA. Tbl Aa)ke He CMOXEeLWb AoraaaTbhCs
0 TOM, 4YTO poTorpadums, pa3melieHHaa 5 neT Hazad, cTana NPMYNHON OTKasa NPUHATb
Tebs Ha paboTy.

KoMMeHTapun, pasMeleHne TBoux ddoTtorpaduin n apyrue AOencTBus MOryT He
MCYE3HYTb Aa)ke Nocfe TOro, Kak Tbl UX yAanulb. Tbl HE 3Haelb, KTO COXpPaHW 3Ty
nHdopmMaumo, nonasaa SiM OHa B MOUCKOBble CUCTEMbI M COXpaHWIacb NM OHa, a
rnaBHoOe: YToO NoAgyMatoT 0 Tebe okpyxarwue AN, KOTopble HAKAYT U YBUAAT ITO.



Hantu nHdopmMaumno MHOro fieT CNycTs CMOXeT Ntobol - Kkak 13 AobpbixX NobyxaeHUA,
TaK U C HAMEpPEeHMEM NPUYNHUTE Bped. DTO MOXET ObiTb KTO Yro4HO.

OCHOBHbIe coBeTbl MO 3aWwmTe LM@pPoBON penyTaunn:

1. Nogymain, npexae 4yem 4Tto-TO NybnmkosaTb M NepenasaTtb y cebsa B 6nore nnm B
coumnanbHOM ceTu;

2. B HacTporkax npodung ycTaHOBM OrpaHU4YeHuns Ha NpoCcMOTp TBoero npodunsa um
ero coaepXxumoro, caenamn ero Tonbko "ans apysen”;

3. He pa3smellan n He ykasbiBahi MHGOPMaLMIO, KOTOpast MOXET KOro-nnbo ockopbnsTb
nnun obmxaTtb.

ABTOpCKOEe npaBso

CoBpeMeHHble LWKONbHUKN - aKTMBHbIE MNONb30BaTtenn UM@pPOBOro NpoOCTPaHCTBA.
OpHako ganeko He BCe 3HaT, YTO NOJSIb30BaHME MHOMMMM BO3MOXHOCTSAMU LM poBOro
Mupa TpebyeT cobntogeHns npaB Ha UHTENIEKTYalIbHYO COOGCTBEHHOCTb.

TepMUH "WMHTennekTyanbHas COOBCTBEHHOCTb" OTHOCUTCH K pPasfiMYHbIM TBOPEHUSM
YyesioBe4YeCKOro yMa, HaudumHasi C HOBbIX M306peTeHMin M 3HakKoB, 0603HauvarLWwmx
CO6CTBEHHOCTb Ha MNPOAYKTbl W YCAYyruM, U 3aKaHumBas KHuUramm, dotorpadusamm,
KMHOMDUIBbMaMKN U My3blKasibHbIMW NPOU3BEAEHUSMW.

ABTOpCKME npaBa - 3TO nMNpaBa Ha WHTENNEKTyalbHyl0 COBCTBEHHOCTb Ha
npomM3BeAeHnss HayKu, nutepatypbl M WCKycCTBa. ABTOPCKME MNpaBa BbICTyMNalT B
KayecTBe rapaHTum TOro, YTO MHTENEeKTYaNbHbI/TBOPYECKMN Tpya aBTopa He byaeTt
HanpacHbIM, AacT eMy ChnpaBeanvMBble BO3MOXHOCTM 3apaboTaTb Ha pesynbTaTax
CBOero Tpyaa, nosy4YmTb U3BECTHOCTb M Npu3HaHue. HuUkTo 6e3 paspelLeHns aBTopa
HE MOXeT BOCMPOM3BOAUTL €ro npou3BeAeHue, pacnpoCcTpaHaTb, Myb6anyYHO
AEeMOHCTpMpoBaTb, MpoAaBaTb, WMMNOPTUPOBATb, MyCKaTb B MpokaT, nybanyHo
MCMNOMHATbL, NOKa3blBaTb/UCMONHATE B 3mpe uan pasmewaTb B IHTepHeTe.
Ncnonb3oBaHue "nupaTckoro” nporpaMMHOro obecrnevyeHms MoXeT NpUBECTU K MHOTUM
pucKaMm: OT NoTepu AaHHbIX K TBOMM akKayHTaMm 40 6/10KMPOBKWM TBOEro yCTPOMCTBA,
rae ycraHoBNeHa HeneranbHas nporpamma. He crouT Takxke 3abbiBaTb, 4TO
CYLLEeCTBYIOT NneranbHble 1 6ecnnaTHble NporpaMMbl, KOTOPbi€ MOXHO HaWTW B CETU.

O noprane

CeTteBMYOK.p(p - TBOM rNaBHbIX COBETYMK B CeTU. 34eCb Tbl MOXEWb Y3HaTb O
6e30nNacHOCTM B CETUM MOHATHbIM W AOCTYMHbIM $3bIKOM, @ MNpU BO3HUKHOBEHWUU
KPUTUYECKON CUTyaunm obpaTuTbCs 3a COBETOM. A TakXe MpUHATbL y4yacTue B
KOHKYpCax M CTaTb CaMbiM LN(PPOBbLIM rpaxaaHNHOM!



